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Requirements:

Reliable, low-friction way for a registrant to request and successfully transfer domain names between:


Registrars


Other registrants

With controls that restrict:


Hijacking


Intentional “denial of transfers”

And measures that allow registrars to:


Get reliable evidence of apparent authority


Withstand reasonable inspection with transaction logging


Subject to verification by losing and gaining registrars

Meeting the Needs: AUTH_INFO code as a reliable mechanism to implement transfers


The AUTH_INFO code is specified in the IETF EPP draft as an authorization mechanism for all domain objects stored in a registry.  This code is used by all EPP based thick registries today.  For the purposes of this document, we shall use “AUTH Codes” as a stand-in for AUTH_INFO codes.
What is the AUTH code?

The AUTH code is a shared secret, a password, if you like.  Production of the AUTH code allows registries to permit the transfer of a domain name from one registrant to another, or one registrar to another.

STEP-BY-STEP:

1. Registrant will provide the AUTH code to the gaining registrar

2. Gaining registrar will present it to the registry – this is the “key” to transfer the domain
3. Registry authenticates this AUTH code – on success, the domain is transferred to the gaining registrar.
Strengths of the EPP-AUTH code system:

· Automated system of a shared password, which is required before *any* transfer is authorized allows high security, transparency and auditability.

· Ability of law-enforcement and attorneys to track trail significantly enhanced.

Key Benefits

· It’s (relatively) trouble-free

Empirical evidence in both the .INFO and .BIZ registries (over 1.5 million domain names, close to 60,000 transfers to-date) shows that once the AUTH code is produced by a registrant, or by a gaining registrar, the transfer process itself proceeds remarkably smoothly, without the usual NACK issues associated with CNO transfers.

· It’s part of a standard

AUTH_INFO is part of the evolving EPP standard.  This means that the AUTH_INFO based system already has global acceptance – as evidenced by its use in the newly transitioned Australian Registry for .AU domains

· AUTH_INFO indicates apparent authority

Since the AUTH_INFO code is a shared secret, created by registrars or registrants, and since this protected code is _required_ in order to perform any transfer transaction, invoking this code provides both gaining and losing registrars clear transactions and audit trails regarding a name transfer.

Some Issues:

· Registrars unwilling or unable to provide AUTH code to registrants

This is the biggest issue faced to-date.

Number of remedies:


Next week

“I am in the process of transferring all my domain names from <REGISTRAR A> to <REGISTRAR B> but I am unable to transfer my .info domain names (although I can register new ones).  This is a ridiculous situation as I want to consolidate all my domain names with the same host.”
· Registrars/resellers invalidating WHOIS data accuracy by providing their company information in contact information instead of the registrant

- Allows some registrars to cause new delays for registrants (you must update the contact information first, before any AUTH_INFO codes will be given to you)

- Creates dispersed information about a given domain name, with no *one* source being authoritative any more

Some Remedies:


Next week

· Validation of the AUTH code by the registry

· Who generates the AUTH code

Next Steps:

1. Consider the positive evidence and practical experience gained from the .INFO and .BIZ registries in requiring use of AUTH codes to permit transfers of domain names.

· They work

· They are relatively trouble-free

· They are auditable/trackable

· They are part of an Internet standard
2. Add the utilization of AUTH codes to the existing Best Practices Document circulated amongst registrars.

