.US REGISTRAR TRANSFER PROPOSAL

Executive Summary: The emerging and competitive domain name industry provides consumers with a wide range of choices when choosing to register/transfer/maintain a domain name. Competing registrars are able to compete on price, customer service, and value added service to name just a few. However, the cornerstone of this emerging market is the ability of registrants to change registrars. 

Some of the problems that have emerged within the new competitive domain name marketplace involve questionable marketing practices by registrars and their resellers seeking to mislead a consumer into changing registrars (“slamming”), as well as some registrars imposes overly restrictive transfer procedures than impede domain name portability. 

Therefore it is proposed that the following changes be made to the Registry-Registrar Agreement (RAA) to provide domain name registrants, both individuals and businesses, with increase security and freedom of choice in choosing a registrar.

Current Practice: The current registrar transfer process is outline in Section 3.9 and Exhibit D of the NeuStar RRA
. Succinctly summarized, a gaining registrar must “obtain express authorization from an individual who has the apparent authority to legally bind the Registrant.” The specific form of authorization is at the discretion of each gaining registrar. The lack of specificity regarding what does and does not qualify as apparent authority has led to diverse practices among competing registrars, which has adversely impacted domain name portability and created the potential for unauthorized transferred.

The current policy set forth in Exhibit D has its genesis in the transfer policy adopted by ICANN in 1999 in connection with VeriSign’s (formerly NetworkSolutions) .com, .org, .net  shared registry system which employed a Registry-Registrar Protocol (RRP). 

The RRP registry implementation employed by VeriSign retained a minimum amount of information (Whois data) at the registry level. Since 1999, a new registry-registrar protocol called the Extensible Provisioning Protocol (EPP) has become the new dominate registry protocol among ICANN sanctioned TLDs and is currently used by NeuStar in the operation of the .US TLD.

One of the technical features incorporated into the EPP registry protocol is an Authorization Info Code (Auth Info Code) that acts as a security mechanism. The Auth Info Code is stored at the registry level and is only accessible by the current registrar of record, and if permitted by the registrant via his/her registrar.

Summary of Proposed Changes: 

It is proposes that the registry use the Auth Info Code feature of the EEP protocol to provide consumers with a security key/password to prevent unauthorized changes to the domain name records, while simultaneously empowering consumers to change domain name registrars at will.  To implement this consumer friendly safeguard, the registry will require registrars to provide a unique Auth Info Code upon the creation of any domain name at the registry. The registry will then contractually impose on all registrars the requirement to provide consumers the ability to access, view and change the authorization code at the registry level. 

The proposed changes also involve removing all contractual references to “apparent authority” and substituting a new standard based upon the express authorization from the Registrant or Administrative Contract in connection with the Auth Info Code.  Specifically, when the Auth Info Code is provided to a gaining registrar by either the domain name registrant or administrative contract it shall constitute “expressed authorization” to transfer sponsorship of the domain name between registrars. This approach removes the contractual ambiguities in the current policy that has resulted in interpretations by various parties that have materially and detrimentally impacted consumers. In addition, because the registrant must obtain the Auth Info Code from the losing registrar there is adequate opportunity for the losing registrar to inform the registrant of the significance of requesting and providing this Auth Info Code to a third party.

Notwithstanding, this proposed policy change the registry will still impose a five-day transfer window to allow consumers to halt an authorized transfer in connection with a compromised/stolen Auth Info Code.  

Proposed Contractual Changes:

	Section 3.9 (Current)

	Section 3.9 (Proposed)

	3.9. Change in Registrar Sponsoring Domain Name. Registrar may assume sponsorship of a Registrant’s existing domain name registration from another registrar by following the policy set forth in Exhibit D. When transferring sponsorship of a Registered Name to or from another registrar, Registrar shall comply with the requirements of Exhibit D.
	3.9. Change in Registrar Sponsoring Domain Name.  Registrar may assume sponsorship of a Registrant’s existing domain name registration from another registrar by following the policy set forth in Exhibit D. When transferring sponsorship of a Registered Name to or from another registrar, Registrar shall comply with the requirements of Exhibit D. In addition, to those requirements contained in Exhibit D, the following shall apply:

	
	3.9.1 Registrars shall not provide identical Registrar-generated <authinfo> codes for domain names registered by different registrants with the same Registrar. NeuStar in its sole discretion may choose to modify <authinfo> codes for a given domain and shall notify the sponsoring registrar of such modifications via EPP compliant mechanisms (i.e. EPP<poll> or EPP<domain:Info>).


	
	3.9.2 The Registrar shall provide the Registered Name Holder with timely access to the authorization code along with the ability to modify the authorization code. Registrar shall not employ any mechanism for a Registrant to obtain its AuthInfo Code that is more restrictive than what it requires from a Registrant to change any aspect of its contact or nameserver information. Registrar shall respond to any inquiry by a Registered Name Holder regarding access and/or modification within three (3) days. Failure of Registrar to timely respond to a Registered Name Holder authorization code inquiry shall constitute an incurable material breach of this Agreement.


	Exhibit D (Current)

	Exhibit D (Proposed)

	For each instance where a Registrant wants to change its registrar for an existing domain name (i.e., a domain name that appears in a particular top-level domain zone file), the gaining registrar

shall:

1) Obtain express authorization from an individual who has the apparent authority to legally bind the Registrant (as reflected in the database of the losing registrar).

a) The specific form of the authorization is at the discretion of each gaining registrar.

b) The gaining registrar shall retain a record of reliable evidence of the authorization.
	In addition to the requirements contained in Section 3.9 of the Registry-Registrar Agreement, for each instance where a Registrant wants to change its registrar for an existing domain name (i.e., a domain name that appears in a particular top-level domain zone file), the gaining registrar shall:

1) Obtain express authorization from the Registrant or Administrative Contact (as reflected in the database of the losing registrar).

a) The specific form of the authorization is at the discretion of each gaining registrar, but must include at a minimum, an Auth-info Code.

b)The gaining registrar shall retain a record of reliable evidence of the authorization.shall apply:
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